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Message Text 


UNCLASSIFIED 

PAGE 01 MUNICH 02221 171536Z 
20 

ACTION EUR- 12 

INFO OCT-01 ISO-OO EB-07 /020 W 

049358 

R 171520Z SEP 76 
FM AMCONSUL MUNICH 
TO USDOC WASHDC 
INFO SECSTATE WASHDC 7491 
AMEMBASSY BONN 

UNCLAS MUNICH 2221 

E.O. 11652:N/A 

TAGS: BDIS, BTIO, GW 

SUB J : MISUSE OF WTDR INFORMATION 

REF: (A) USDOC 12707 (NOTAL); (B) MUNICH 1908 (NOTAL) 

1 . WE RECEIVED EXCEPTIONALLY STRONG PROTEST TODAY FROM TEKELEC- 
AIRTRONIC GESELLSCHAFT FUER ELEKTRONIK MBH, CONCERNING 
INFORMATION PROVIDED TO USDOC IN REFTEL (B). APPARENTLY REFTEL 
(B) WAS SENT VERBATIM BY ORIGINAL WTDR REQUESTOR, ADDINGTON 
LABORATORIES, TO TEKELEC-AIRTRONIC. 

2. AS USDOC AWARE, SOURCES OF INFORMATION HERE ARE EXTREMELY 
SENSITIVE ABOUT UNAUTHORIZED DISCLOSURE OF BUSINESS DATA 
PROVIDED BY THEM TO POSTS IN GERMANY. IT WILL NOT TAKE MANY 
INCIDENTS OF THIS NATURE FOR US TO FIND OURSELVES ON BLACK 
LIST AND THEREFORE WITH LITTLE ABILITY TO PERFORM CREDIT AND 
BACKGROUND INVESTIGATIONS ON LOCAL FIRMS. 

3. WE WOULD APPRECIATE USDOC'S CALLING ON ADDINGTON AND 
EMPHASIZING NEED TO PROTECT CONFIDENTIALITY OF WTDR INFORMATION 
IN FUTURE. 

BETTS 


UNCLASSIFIED 


NNN 
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Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 JAN 1994 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 17 SEP 1976 

Decaption Date: 01 JAN 1960 

Decaption Note: 

Disposition Action: n/a 
Disposition Approved on Date: 

Disposition Authority: n/a 
Disposition Case Number: n/a 
Disposition Comment: 

Disposition Date: 01 JAN 1960 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1976MUNICH02221 

Document Source: CORE 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: N/A 

Errors: N/A 

Film Number: D760353-0143 
From: MUNICH 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1976/newtext/t19760949/aaaabpqe.tel 

Line Count: 49 

Locator: TEXT ON-LINE, ON MICROFILM 
Office: ACTION EUR 
Original Classification: UNCLASSIFIED 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 1 

Previous Channel Indicators: n/a 
Previous Classification: n/a 
Previous Handling Restrictions: n/a 
Reference: 76 MUNICH 1908 
Review Action: RELEASED, APPROVED 
Review Authority: vandyklc 
Review Comment: n/a 
Review Content Flags: 

Review Date: 01 MAR 2004 
Review Event: 

Review Exemptions: n/a 

Review History: RELEASED <01 MAR 2004 by MaustMC>; APPROVED <23 AUG 2004 by vandyklo 

Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
04 MAY 2006 


Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
Secure: OPEN 
Status: NATIVE 

Subject: MISUSE OF WTDR INFORMATION 
TAGS: BDIS, BTIO, GE 
To: COM 
Type: TE 
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